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Abstract: Cyber-attacks have been increasingly becoming alarming in recent years 

specifically for medical and healthcare systems. One of the cyber-attackers aims is to 

break into the medical or healthcare networks and gain access to the patient’s medical 

records. This paper deals with the honeypot-based intrusion detection system to provide 

information security for medical and healthcare systems. The proposed system utilizes 

the Dionaea and Kippo SSH (Kippo Secure Shell) honeypots to secure the medical and 

healthcare network infrastructure and analyze the activities of cyber-attackers. A 

possible Metasploit and Brute force attacks logged by the Dionaea and Kippo SSH will 

be analyzed to prepare the malware analysis report of the suspicious file download. 
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1. Introduction 

Information security has been a prevalent challenge for information technology (IT) systems 

intended for medical and healthcare services and still needs extensive research and formidable solutions. 

IT systems for medical and healthcare services were vulnerable to a variety of exploitations from cyber-

attackers compromising confidential information of patients and impeding its daily operations if not 

provided with proper security measures [1]. There is an increasing variety of network-related threats as 

medical and healthcare services become dependent on networked or online platforms for their daily 

operations. 

Information privacy and security for medical and healthcare services are essentially important in 

providing for confidentiality, integrity, availability, privacy, authenticity, trustworthiness, non-

repudiation, accountability, and auditability [2]. It is essentially necessary to protect personal privacy in 

order to secure the interests of patients and medical or healthcare personnel. Securing information in 

medical and healthcare services is important for they require the collection, storage, and use of large 
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amounts of an individual’s personal health information which can be sensitive and requires privacy. 

Cyber-attackers might aim to access such information to use for their own benefits. In this regard, there 

is an increasing demand for robust and efficient intrusion detection system (IDS) that can keep track of 

the activities of cyber-attackers and protect the medical and healthcare services from potential threats 

and attacks. 

The honeypot IDS aims to address the limitations of traditional systems to ensure safety and a secured 

computing environment. A honeypot is a computer security method used to detect and prevent 

unauthorized access to an information system. It uses a decoy to deceive an attacker and monitor its 

activities by making the honeypot act like a legitimate system. They are essentially useful in order to 

expose the current vulnerabilities of the IT system. The information gathered from the honeypots can 

be used in preventing potential cyber-attacks in IT systems [3]. The Dionaea honeypot is used for 

capturing malicious software (malware) which is initially developed under the Honeynet Project’s 2009 

Google Summer off Code (GSoC) [4]. It aims to trap malware that exploits the vulnerabilities that were 

exposed by services offered over the network, and obtains a malware copy for analysis. It utilizes the 

Server Message Block (SMB) protocol to capture remote exploitable bugs and worms. 

This paper deals with the analysis of a honeypot-based intrusion detection system for medical and 

healthcare services. The system utilizes the features of Dionaea and Kippo SSH honeypots as decoys to 

attract malware and monitor the activities of cyber-attackers and prevent its future and potential attacks. 

It aims to analyze the possible Metasploit and Brute force attacks logged by the Dionaea and Kippo SSH 

(Kippo Secure Shell) in order to prepare the malware analysis report of the suspicious file download. 

The rest of this paper is organized as follows: Section 2 discusses the review of related IDS systems; 

Section 3 outlines the medical and healthcare services as a vulnerable sector for cyber-attacks; the 

network architecture of the proposed honeypot IDS is outlined in Section 4; the implementation analysis 

of the proposed honeypot intrusion detection system is shown in Section 5; and the concluding remarks 

are presented in Section 6. 

 

2. Related Literature 

This section identifies the existing intrusion detection systems (IDSs) to assess the requirements in 

the proposed utilization of honeypots as a form of intrusion detection in the network infrastructure of 

medical and healthcare services to guarantee its security.  

The Network-based Intrusion Detection System (NBIDS) is simply implied by the name “network-

based”. The NBIDS utilizes a monitoring device that is directly connected to the network infrastructure 

capable of monitoring the traffic flows. The monitoring device makes use of these traffic flows as its 

source data in determining whether a particular traffic matches a known attack signature or pattern. The 

three main signatures used by NBIDS are the attack text string, port signatures, and header signatures. 

The NBIDS is capable of monitoring the entire network segments for malicious behaviors given the 

network data flows as its source [5].  

The Host-based Intrusion Detection System (HBIDS) consists of loading software onto the system 

being monitored which is capable of analyzing the system for changes resembling an attack or potential 

threats. It utilizes log files, auditing agents, communication traffic, system file integrity, suspicious 

processes, and user privileges in determining potential threats and attacks. The HBIDS is effective in 

detecting isolated attacks including trusted-insider attacks since the system is monitoring individual 

hosts [5, 6, 8]. 

In addition to NBIDS and HBIDS, IDS are also classified into different models in determining a 

potential threat or attack. The most prevalent models used in detecting potential attacks include 
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algorithms for statistical-anomaly detection, rule-based detection, and a combination of both statistical 

and rules-based detection algorithms. The method is to employ the most effective model for a particular 

environment based on its features. 

The statistical-anomaly detection model looks for abnormalities and runs under the assumption that 

an abnormal behavior indicates a potential threat or attack. It utilizes the factors such as log files, audit 

files, file or folder properties, and traffic patterns in order to determine the normal behavior of a system. 

Nonconformity with the normal behavior and activities may lead to suspicious behaviors and can be 

considered as a potential threat or attack [7].  

In the Rule or Signature-based detection model, most cyber-attacks were characterized by a sequence 

of events or patterns making a signature in defining these attacks. The model analyzes the threat’s data 

source for resemblance with the predefined signatures or pattern of activities. The system raises the 

alarm whenever signature or pattern matches with threat signatures [7, 8]. 

Table 1. Identified Gaps for Existing Intrusion Detection Systems 

Model Identified Gaps 

NBIDS NBIDS may not detect isolated potential attacks or threats since 

it monitors the entire network system. Targeted attacks may not 

be detected. The compromised machine cannot be detected if it 

is not passing suspicious traffic over the monitored network. 

In addition, it cannot detect attacks that are disguised in 

legitimate network traffic such as Hypertext Transfer Protocol 

(HTTP), File Transfer Protocol (FTP), or Simple Mail Transfer 

Protocol (SMTP). 

HBIDS The host-based detection program must be installed to monitor 

independent machines which are not practical in large-scale 

environments [8]. 

Statistical-anomaly detection model The statistical-anomaly detection model uses the abnormalities 

from the identified normal activities for the detection of 

potential threats or attacks. 

The system adaptively learns the normal behavior or activities. 

It must be customized based on the normal profile of a 

particular organization or service for use to detect abnormalities 

in its activities. 

Rule or signature-based detection 

model 

The rule or signature-based detection model is capable only to 

detect potential threats or attacks where its signatures are 

known. 

Newer attacks cannot be detected. 

 

3. Overview on the Vulnerability of Medical and Healthcare Institutions 

Based on the Office of the Australian Information Commissioner (OAIC), the medical and health 

sector has the highest cyber-attack breaches with 23% among industrial sectors [9]. There were about 

539 cyber breaches under ransomware (i.e., consists of malicious software or malware that infects a 

device and holds it hostage to demand payments) that were notified within July–December of 2020. It 
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was reported that the leading source of data breaches was malicious attacks (i.e., accounting for 58% of 

notifications). 

Healthcare was seen by Experian as particularly vulnerable to cyberattacks since medical identity 

theft remains so profitable and seen by attackers as relatively easy to exploit [10]. Electronic health 

records remain to be the top target for hackers and new vulnerabilities were introduced by new mobile 

applications deployed by medical and healthcare institutions.   

The increasing proliferation of cheap and connected Internet of Things (IoT) devices provides an 

easy gateway for cyber-attackers to unauthorized access critical healthcare information and personal 

data despite taking stronger cyber security precautions to prevent potential cyber-attacks [9]. 

In the 2014 SANS survey, it is found that 7% of malicious traffic comes from radiology imaging 

software, another 7% of malicious traffic came from video conferencing systems, and 3% originated 

from digital video systems that were used for consultations and remote procedures. The study also shows 

that 8% of malicious traffic originated from web-based call center websites used by medical supply 

companies. In addition, 33% of the malicious traffic was transmitted from virtual private network (VPN) 

applications, whereas 16% was sent by firewalls, 7% was sent from routers, and 3% from enterprise 

network controllers (ENCs). This result indicates that security devices and applications themselves may 

have been compromised or such security systems were not detecting malicious traffic coming from 

network devices. Also, healthcare organizations must keep track of the other types of medical devices 

as new technologies were being developed [11]. 

In 2016, there are about 93 major cyber-attack hits in healthcare organizations [1]. According to the 

report, sophisticated attackers were responsible for the 31% of major data breaches of the Health 

Insurance Portability and Accountability Act (HIPAA) in the same year which is a 300% increase over 

the past 3 years. Examples of breached medical equipment causing severe situations include x-ray and 

dialysis machines.  

Medical X-ray machines are used in taking images of dense tissues such as bones and teeth. Radiation 

emitted from X-ray machines is highly penetrating, ionizing radiation, thus, they can be very dangerous. 

If a cyber-attacker is able to manipulate the dose or radiation exposure of patients, they can be 

overexposed resulting in permanent destruction of either sweat glands or the skin. Overexposed to 

ionizing radiation may result in long-term effects such as carcinogenesis, life span shortening, cataract 

formation, and increased prevalence of leukemia and other cancers [12]. 

The dialysis machines are designed to mix and monitor fluids that help to filter unwanted waste 

products such as salt and excess fluids from the blood. It is used to supplant the kidney’s important 

functions when damaged, dysfunctional, or missing. A single failure of a dialysis machine may not be 

life-threatening, however, two independent failures caused by cyber-attacks result in operations in 

unsafe conditions and are life-threatening. Other potential medical equipment that may be targeted by 

attackers includes infusion pumps, barcode scanning systems, and medical imaging systems [12]. 

Moreover, since the start of the Coronavirus disease (COVID-19) pandemic, cyberattacks have 

continued to plague medical and healthcare institutions [13]. Based on the analysis of CyberPeace 

Institute on the data over 235 cyberattacks against the medical and healthcare sector across 33 countries, 

there were over 10 million stolen records (i.e., includes social security numbers, patient medical records, 

financial data, human immunodeficiency virus (HIV) test results, and private details of medical donors). 

In addition, about 155,000 records are being breached during an attack (i.e., on average). 
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4. Network Architecture of the Honeypot based IDS 

Both the low-interaction and medium-interaction virtual honeypots will be utilized in the proposed 

model in automatically collecting malware. The low-interaction honeypot provides cyber-attackers with 

limited access to the operating system. It can be used in detecting known exploits and measuring how 

often the network gets attacked [14]. There are smaller risks in running low-interaction honeypots as 

compared to honeypots that cyber-attackers can exploit and control. The medium-interaction honeypots 

combine the benefits of both low and high-interaction honeypots with regards to botnet detection and 

malware collection. They provide sufficient responses that make the known exploits wait for certain 

ports that will bait them to send their payloads. 
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Figure 1. Architecture of Proposed Network Design 

 

This proposed model aims to collect malware using honeypots in order to monitor the activities of 

cyber-attackers on the shell of a decoy system. The honeypot-based IDS can prevent malware in the 

form of botnets that can bring down servers using Distributed Denial of Service (DDoS) attacks. 

Honeypots installed within the demilitarized zone (DMZ) exposed into external traffic will be detecting 

external attacks and analyses [15]. In addition, honeypots installed on the internal network will be 

detecting the internal potential threats or attacks. In Figure 1, honeypots will be installed inside the local 

area network (LAN) to maximize the detection of any malware or malicious activities for in most cases, 

cyber-attacks in medical and healthcare services are done by insiders. 

The proposed system utilizes Dionaea and Kippo SSH honeypots in collecting malware in medical 

and healthcare services. The Dionaea honeypot is intended to trap malware that exploits the 

vulnerabilities exposed by medical or healthcare services offered to a network aiming to download a 

copy of such malware. It uses libev (i.e., a full-featured and high-performance event loop) to get notified 

once it can act on a socket or perform read or write. If required, the Dionaea offers services via 

Transmission Control Protocol/User Datagram Protocol (TCP/UDP) and Transport Layer Security (TLS) 

both for Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6). It can also offer rate-

limiting and accounting limits per connection to both TCP and TLS connections. The Dionaea honeypot 

detects and evaluates the payload sent by malware with the use of LibEmu in order to obtain its copy. 

The shellcode measurement and profiling were performed by executing the shellcode in LibEmu virtual 

machine (VM) and recording application programming interface (API) calls and arguments [4, 16]. 

Kippo is classified as a medium-interaction SSH honeypot that is designed to log brute force attacks 

and monitor the entire shell interaction activities performed by the attacker. The SSH protocol can be 
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utilized to perform a secure remote login over an insecure network to access a remote shell. The Kippo 

SSH honeypot can be used to monitor and study the activities performed by the attackers after they have 

compromised a particular system. It allows the attacker to believe that it is accessing a legitimate SSH 

session with the server, thus, trying to login into the system by guessing the password. The attacker can 

then interact with the fake system as soon as it successfully guessed the system password, enabling the 

recording and monitoring of its activities [17, 18]. 

 

5. Honeypot Intrusion Detection System Implementation Analysis 

This section presents the analysis of the implementation of Dionaea and Kippo SSH honeypots to 

capture malware. The statistics in collecting binaries to study the types of malware by analyzing 

activities and behaviors of malware using dockers were presented. The VMWare workstation was 

utilized in creating a virtual system and installed with Ubuntu 14.04 operating system (OS). The 

computer running the instance of the Ubuntu OS and executing the VMWare refers to the host machine. 

The 64-bit Ubuntu was used as the guest OS to run Linux-based honeypots. Each VMWare workstation 

was allotted a minimum of 256MB of memory. The Dionaea honeypot locates the file wherein the cyber-

attacker targets to download from the shellcode and gets the copy of the file. The protocols in 

downloading the files via Trivial File Transfer Protocol (TFTP) and FTP were implemented using 

Python (i.e., ftp.py and tftp.py) as part of Dionaea. Dionaea can then post the file to several services 

such as CWSandbox, Norman Sandbox, or VirusTotal. 

 

 

Figure 2. Dionaea Setup in Creating a User and Group 

 

The Dionaea setup depicted in Figure 2 was used to perform a Metasploit attack and the dionaea.log 

was used to check if it logs the information. Cyber-attackers do not seek the service, but, they will be 

asking the service for some packet when they wanted to exploit them, and then Dionaea must detect the 

sent payload by the attackers in order to gain a copy of the malware. Dionaea utilizes libemu (i.e., the 

library used for shellcode detection) to perform such a process. 
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Figure 3. The Performed Metasploit Analysis 

 

 

Figure 4. Dionaea.log Indicates the Malware Information 

 

The Dionaea honeypot also supports shell emulation and downloads through FTP, HTTP, and TFTP 

for malware. In Figure 3, the script command generated by the Metasploit attack on the target enables 

complete control of the system including keystroke logging, turning the microphone on, and reading or 

deleting any files on the system. The SMB protocol used by Dionaea is a very popular target for worms 

and remotely exploitable bugs. Figure 4 is a Dionaea log file that logs a possible MS08-067 exploit. 

 

 

Figure 5. VirusTotal scan of the file 

 

Dionaea honeypot also includes a VirusTotal module that automatically submits the suspicious files 

and prepares a malware analysis report. The file downloaded in Figure 3 undergoes a VirusTotal scan 

for malware behavior as shown in Figure 5. 
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Figure 6. Intruder’s activity on Kippo on the fake file system 

 

The next process would be to track the potentially malicious activity of the attacker using the Kippo 

SSH setup on port 22. Figure 6 depicts the attacker’s activity logged on kippo.log. It includes the 

username and passwords that were entered including the add, modify, and delete commands run by the 

attacker on the files of the fake file system. The system also allows the use of wget (i.e., retrieves content 

from web servers) and other commands that were commonly used in fetching or downloading files. The 

files downloaded with the wget command will be saved for later analysis in the download (dl) folder of 

logs. 

Table 2. Kippo’s Logged Contents 

Essential Information Log File 

wget commands dl/ 

Username attempt mysql.sql 

Password attempt mysql.sql 

Session ID log/tty/ 

Session Timestamp log/tty/ 

Fake file system contents honeyfs/ 

 

Table 2 includes the location of all essential information logged about the cyber-attacker’s activity 

on the fake file system. 

In Figure 7, the message digest 5 (md5) hash value downloaded over 2 months by the Dionaea 

honeypot can be accessed up and running through the binaries folder. Dionaea honeypot successfully 

logs all the payloads and shell bindings and saves a copy of the malware for further analysis. 
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Figure 7. The md5 hash value of the Downloaded Malware 

Table 3. Honeypot Systems as Security Mechanism 

Honeypot System Attacker’s Activity Potential Vulnerability Honeypot Solution 

Dionaea Send an email with a 

payload using Metasploit 

activity that runs on the 

medical device 

Exposed networking 

equipment and admin 

computers of Medical and 

Healthcare services to 

exploit critical medical 

devices 

Logs the downloaded 

payloads and performs the 

analysis on malware 

detected using VirusTotal, 

CWSandbox, etc. 

Kippo SSH Successful SSH and web 

logins on critical medical 

or healthcare devices 

Medical and Healthcare 

Secure Server 

Logs the activities of the 

attacker including Internet 

Protocol (IP) addresses, 

geological location, 

inputs, passwords, and 

usernames tried on the 

fake file system. 

 

Table 3 explains how honeypots respond to attackers’ activities attempting to gain access to medical 

devices and equipment to control, modify, or copy patients’ critical information on medical or healthcare 

services. 

 

6. Conclusion  

This paper has analyzed honeypot-based intrusion detection systems for medical and healthcare 

services. It utilizes the full advantages of Dionaea and Kippo SSH honeypots to act as an effective 

security mechanism placed in the DMZ in order to trap malware and to provide reports of malware 

analysis on logged binaries. The honeypots can also be used to monitor and log all the activities of an 

attacker on the shell. This honeypot-based IDS system can also be used to send emails to network 

administrators of medical and healthcare systems notifying the attacker’s activities. Cybersecurity for 

medical and healthcare services is essentially important to protect the privacy of patients as well as 

safeguard human lives. 
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